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Sentinel
Use Case

Zones Innovation Center is a multidisciplinary and collaborative technology environment that 
helps transform business use cases into working prototypes. Leveraging technology expertise, 
OEM alliances, and scalable technology platforms, Zones assists businesses in simplifying and 
accelerating their digital journeys. This use case showcases ‘Sentinel’ capabilities. 

Solution Overview:

The purpose of this demo is to 
explore the Microsoft Azure Sentinel 
and look at what it takes to get it 
configured into the environment. In 
the demo you get to see the steps 
involved in configuration of the 
components required to get the 

data into the Sentinel and create 
actionable security insights. 

Microsoft Sentinel delivers intelligent 
security analytics and threat 
intelligence across the enterprise. 
With Microsoft Sentinel, you get a 
single solution for attack detection, 
threat visibility, proactive hunting, 

and threat response. Microsoft 
Sentinel natively incorporates 
proven Azure services, like Log 
Analytics and Logic Apps. Microsoft 
Sentinel enriches your investigation 
and detection with AI. It provides 
Microsoft’s threat intelligence stream 
and enables you to bring your own 
threat intelligence

Lab Video Overview:
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Threat detection with Azure Sentinel

NAT_Net
Azure Sentinel

Win_Desktop

Ext_Firewall

vIOS
Syslog

DHCP Range 192.168.0.100-192.168.0.254

192.168.0.1

192.168.0.2

192.168.0.102
192.168.0.101

port1

Gi0/0

Gi0/1 Gi0/1

port2

e0 e0


